
Protect Desktops through Automated 
Application Whitelisting

The battle to protect IT assets from malware and unauthorized 
software is costly and ongoing as threats by cyber criminals 
increase in sophistication and frequency.  IT now demands more 
practical ways to safeguard their systems and control the software 
running on them to ensure security without disrupting operations. 

Savant Protection is a business-driven whitelisting solution for 
protecting desktops, servers, process control systems, and point-of-
sale (POS) systems.  Its Automated Application Whitelisting stops 
malware before it hits.  Using Savant Protection’s patented implicit 
whitelisting technology, enterprises easily secure their IT
assets by blocking known and yet-to-be discovered malware.  

Business-Driven Application Whitelisting

Savant Protection is the first Application Whitelisting solution 
purpose-built to protect desktops without disrupting business by 
preserving the end-user experience across each desktop in the 
organization.

Savant Protection automatically allows authorized software to 
execute but prevents unauthorized software and malware, including 
viruses and Trojans, from running.  Its next generation decentralized 
approach coupled with its easy to administer unified management 
system eliminates the administrative overhead and subsequent 
cost imposed by traditional and complex centralized whitelist 
database solutions.  

Unlike other complex solutions, which can disturb operations when 
a whitelist does not match the business reality of endpoints, Savant 
Protection provides the utmost security while ensuring business 
continuity by automatically whitelisting and protecting each desktop. 

“Savant was the only 
solution that fit our way of 
doing business. It allows 
everyone to have different 
desktops and still protect 
them with the same level 
of confidence.” 
Joel Rosenblatt, 
Manager Computer and 
Network Security, 
Columbia University

“Savant Protection offers a 
different slant on 
application whitelisting.  
The solution’s focus is on 
ease of use and operational 
efficiency without business 
disruption -  all with minimal 
requirements for 
administration.”
Network World Magazine
March 2010

AUTOMATED APPLICATION WHITELISTING

Savant Protection:
Safeguarding Your Business Today and Tomorrow



Savant Protection Benefits

• Prevents malware and unauthorized executables 
• Allows authorized software updates automatically
• Minimizes burden on IT departments 
• Improves regulatory compliance with expanded visibility
• Transparent to the end-user

About Savant Protection

Savant Protection is the leader in automated application 
whitelisting.  The company’s award winning and patented solution 
provides total control over all executables on end user devices, 
eliminating the risks caused by malicious and unauthorized 
software.  Savant Protection’s next generation application 
whitelisting is the only solution that uses an “implicit” whitelist which 
stops even the most sophisticated malware attacks without the 
management overhead or productivity disruption to end users 
required by today’s centralized whitelist signature approaches.  
Savant Protection’s easy-to-deploy and seamless-to-use solution 
provides the highest levels of endpoint security.For more information contact 

 info@savantprotection.com 
or call 603-889-0944

Savant Protection Makes it Easy... 

Simple and Secure
  • Whitelist on each device - all executables
  • Implicit whitelist across the organization
  • Unique keys prevent the proliferation of malware

Easy to Deploy 
  • Automatically creates whitelist for each device
  • Automatically connects to server and pulls configuration
  • Instantly enforces whitelist 
  • Automatically maintains the whitelist 

Works with Existing Infrastructure 
  • Seamlessly fits into existing software management workflow 
  • Extensible support for all common software updaters, such as 
    Adobe, Symantec, Mozilla 
  • Compatible with anti-virus solutions

www.savantprotection.com  •  9 Commercial Street, Hudson NH 03051  •  603.880.0944  

“Innovative products such as 
Savant Protection’s 
Automated Application 
Whitelisting are bringing 
significant and quantifiable 
improvements in security and 
compliance to a wide array 
of industries.  Savant clearly 
understands its customers’ 
needs; providing total control 
and security over endpoints 
without disrupting business.”

Network Products Guide
March 2010

Supported Platforms
• Windows 7
• Vista
• Server 2008
• Windows 2000 
• Windows XP 
• Windows XP Embedded 
• Windows POSReady 2009
• Windows Server 2000

Transparently 
deploy agents 
to each endpoint

Automatically
create whitelists 
for each endpoint

Automatically
updates whitelist 
on each endpoint

Instantly enforce 
whitelist on 
each endpoint

Automatically
connect to server
and pull configuration

Easily create 
configuration

Application Whitelisting
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